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Securing WordPress at scale
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For who is FAIR?



Developers

For developers, FAIR provides one consistent update
mechanism and real choices In distribution.



Hosts

For hosts, FAIR offers a CRA-compliant update pipeline and
the option to run curated or private repositories.



Enterprise & government

For enterprises and governments, FAIR provides internal
distribution options, restricted plugin catalogs, and zero
outbound data flow.



Users

Users hardly see change. The experience stays the same.
The system underneath becomes safer & truly open source.
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A decentralized and verifiable
package network for WordPress and
any other open source project.



W,

FAIR Is bigger than
WordPress

$ TYPO3 Drupal



What Is at stake?



Sites > WordPress.org — Plugins

Every WordPress site depends on
WordPress.org for installs and updates.



One point of failure

One domain.

One operator.

If it goes down, plugin, theme &
update delivery stops.
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WordPress.org is
not controlled by
the foundation.
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It is privately
controlled.



The CRA changes everything

The EU Cyber
Resilience Act forces
stronger control over
software supply chains.



CRA requires...

Clear update paths.
Traceable provenance.
Transparent supply chains.
No opaque dependencies.



Sites > WordPress.org — Plugins

You cannot comply when your updates come from an
external system with opaque control and that cannot
be audited.



European hosts and organisations cannot
prove supply-chain control under the
current model.
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The current plugin distribution model
has at least five major flaws.



You can only easily install new
plugins from WordPress.orq.



Every non w.org plugin uses its
own update system.



There are no consistent safety
checks outside WordPress.org.



(Update) data is sent upstream

4 .
without clear consent or control.



Three new challenges come with
decentralization.



5 Analytics without central surveillance.



6 Moderation without a single authority



Provenance: Is the package
genuine?



FAIR provides the solution.









Baseline moderation. Optional
external. Safe, cautious federation.
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FAIR Connect

Connect your site to FAIR.
Independence tools built In.



FAIR Beacon

Distribute your plugin or
theme through FAIR.




AspireCloud
A mirror of .org, evolving
into FAIR’s discovery layer.




FAIR Explorer

A public directory of all
FAIR-Indexed packages.
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Currently architecting:

« Analytics service
 Moderation services
 More documentation







FAIR Is governed openly under
the Linux Foundation












